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ABOUT THE PROJECT

The philosophy of the project is reflected in our graphic message, which resembles child’s hand, as well
as the World Wide Web symbol and colours intend to evoke the traffic lights analogy.

Wstopline.sk W pomoc.sk WZodpovedne.sk

The purpose of the project Zodpovedne.sk is to raise awareness of the wide public to behave responsibly
when using internet, cell phones and the new communication technologies. SK SIC and its partners
have been implemented the project since 2007. The third phase of the project was finished in December
2012, with the focus on empowerment of children when using the new technologies safely. The project
is co-financed by the European Union, from the Safer Internet program.
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THE MAIN OBJECTIVES ARE:

Run national Safer Internet Centre in Slovakia - Zodpovedne.sk

Raise awareness concerning safer use of the Internet, mobiles and new technologies in general.
Devise inventive, attention-grabbing and informative tools and awareness campaigns and using the
most appropriate media, taking into account best practice and experience in other countries

Run helpline - Pomoc.sk accessed by 3 channels : nonstop helpline 116 111,

email: potrebujem@pomoc.sk and LifeChat

Run hotline - Stopline.sk in order to manage reports of the illegal content and conduct

European networking and active cooperation with other national awareness centres, helplines and
hotlines

TARGET GROUPS:

Children (3 years old, kinder garden, first grade pupils of elementary schools)

Youth (second grade pupils of the elementary schools, secondary and high schools students)
Parents (parents, grand parents, foster parents)

Trainers (teachers, educators, police referents, coaches...)

Adults and seniors (adults and seniors)

Organisations (private, public and NGO’s sector)

PROJECT CONSORTIUM CONSISTS OF:

eSlovensko
The Slovak Committee for UNICEF
The Children and Youth Animation Atelier Association

PROJECT PARTNERS:
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ADVISORY BOARD

Advisory Board (AB) including 27 members
acts as main project decision making structure
and channel of communication among involved
stakeholders active in the field and Slovak Safer
Internet Centre (SK SIC). Beside the function
of communication and experience / know-how
transfer body, AB carries out the role of mutual
feedback contribution space, where there all
AB’s members share own observations within
project activities in which they are involved in and
also project achievements, goals and impacts
reached.
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ADVISORY BOARD

STEERING COMMITTEE

M

PROJECT CONSORTIUM

eSivensko

ey
Slovak omiteefor UNICEF

Azet

T-com /T-Mobile / Zoznam
02 Telefénica Slovakia
Google

Youth Panel

Microsoft

Interactive

vertsing Bureau Slovakia
SKNIC
Minstry of Finance of the Slovak Republic

The Research Institute
for Chid Psychology and Patopsychology

m The most strategic national authorities (Ministry of Culture of the Slovak Republic, Ministry of Interior

of the Slovak Republic, Ministry of Education, Science, Research and Sports of the Slovak Republic,
Ministry of Finance of the Slovak Republic)

Internet industry organisation (Azet, Zoznam) and other key industry organisations (Microsoft
Slovakia, Interactive Advertising Bureau Slovakia, SK-NIC, Google)

Major communication service providers and ISP associations (Slovak Telekom, O2 Telefonica
Slovakia, Slovanet)

Significant non-governmental organisations and networks dealing with childcare (The Children and
Youth Animation Atelier Association, Slovak Committee for UNICEF, Counselling Centres, Slovak
Youth Institute)

Representatives of university researcher children’s use of new media (The Research Institute for
Child Psychology and Patopsychology, International Media Education Centre operated by The
Department of Media Education of Faculty of Mass Media Communication of University of St. Cyril
and Methodius in Trnava)

Representatives of teachers and parents (Union of Mother Centres, parents involved within Facebook
Adults Panel and other teachers/parents)

Other key NGOs and networks relevant in the field (eSlovensko, Union of Towns and Cities of
Slovakia, Methodology and Pedagogy Centres, Slovak Youth Council)

Government agency and networks, law-enforcement agency (Regional School Boards, Municipal
Police, Presidium of Police Force of the Slovak Republic)

Representatives of Youth Panel and other Youth organisations/networks (Youth Panel and its newly
established cooperation platform Facebook Youth Panel, Junior Ambassadors)
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During the years 2011 - 2012 the Advisory Board meeting took place for 31 times.

eSlovensko
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YOUTH PANEL (3 REGIONS, 28 MEMBERS)

Regional structure formed as part of the empowerment activities within the country with 3 regions
covered - east (PreSov), south (Nové Zamky) and west (Bratislava).

ACTIVITIES OF THE YOUTH PANEL

YP representative participates regularly at AB meetings with direct influence on the projectimplementation
providing the feedback and opinions from YP in Slovakia

YP representative took part at the Safer Internet Forum in October 2011 in Luxembourg, elected as an
EU Youth Ambassador

YP representative took part at the Safer Internet Forum in October 2012 in Brussels
YP president is EU Youth Ambassador

During YP meetings new tools being discussed, feedback collected, trends in using ICT learnt, new
ideas for topics for workshops discussed.

Bratislava PreSov

West: South: East:
Bratislava Nové Zamky Presov
Date 17.1.2012 1.12.2011 27.9.2011
Date 18.12.2012 26.4.2012 23.1.2012

Nové Zamky
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AWARENESS CENTRE

Awareness activities in Slovakia started in 2007.

mEitapa

ENFORMACE TECHNOLOGI A VEREINA SPRAVA

Cena ITAPA 2009

Mimoriadna cena

SI WORKSHOPS

Are interactive education activities for children, using tools developed , Todporeatoe. ok, ©
under the project, such as Sheeplive, art and other empowerment
tools organised in all regions of Slovakia. During the interactions
moderated discussion, brainstorming and role plays are being
used.

Classes Pupils Special award for project
Zodpovedne.sk at the international
Total 128 3541 conference ITAPA

Pictures from S| workshops
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Pictures from S| workshops

JUNIOR AMBASSADORS

Workshops on safer internet delivered by a group of volunteers - junior ambassadors at primary and
secondary schools in Slovakia. Interactive workshop about the threats and experience of children with
Internet. SK SIC is training young people from Unicef, which are afterwards giving trainings to other

children and students across Slovakia.

Activity

Number of participants

Total 410

9867
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Map of Junior Ambassadors trainings
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CHILDREN IN PARTNERSHIP WITH SCHOOLS (CHIPS)

Peer supporters programme in Slovakia, where the supporters have been strengthened to deliver advice
to peers on Sl topics. The nature of CHIPS project is to create an opportunity to highlight and draw
attention to the negative phenomena taking place in the school with the help of CHIPS supporters, who
also offer support and help to their classmates when needed. The target group is primarily the pupils of
elementary schools.

Schools Number of direct Informed target
participating children children
Total 48 518 16 150

CHIPS trainings

TRAINING

Training of Trainers: teachers, educators, psychologists, prevention coordinator, police officer, IT
specialists from municipalities, specialists working with children: 1 569 participants, 146 387 children
reached

Feedback survey data

Was the topic presented an beneficial

Professional occupation of trainings
way?

participants
ag 1% 1%

M Very beneficial

M teacher

M educator u Beneficial
i psychologist
; . i Nor interesting, nor
M prevention coordinator

useless

W police officer .
WA bit useless
i other

i Very useless
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To how many children did you forward the
information? (average 93,3 children)

Training of adults:
010 parents, industry: 1 372 participants trained,
m10-20 2 744 children reached

& 20-50

& 50-100
& 100-200

i 200-300 8 .

— Participants Children reached

145004 viac Total Trainers 1569 (x 93,3) 146 387
Total Adults 1372 (x2) 2744

Training of trainers and adults
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Online (652 tools, 2 036 311 downloads of all online tools)

Published by eSlovensko

Web source Tools Pieces Downloads
Zodpovedne.sk Posters, leaflets, handbooks, research, documents... 31 71394
Sheeplive.eu Online games 3 unavailable
Sheeplive.eu Wallpapers 10 102 591
Sheeplive.eu Comics (SK, HU versions) 11 16 080
Sheeplive.eu Colouring book 9 29 899
Sheeplive.eu Posters 4 18 520
Sheeplive.eu Jingle 1 17 863
Sheeplive.eu Screensaver 2 10 709
Sheeplive.eu Guide 4 5955
Sheeplive.eu Wallpaper and ringtone for mobile phone 29 unavailable
Sheeplive.eu Quizzes (SK, DE, SL versions) 19 unavailable
Sheeplive.eu Dictionary 1 unavailable
Martinus.sk e-book (Children in Net) 1 2216
YouTube.com Cartoons 528 1761084
Total Downloads 652 2036 311
Partneri Microsoft
w ol e e T [ O, D,
zodpovedne.sk - @ slovanel St
) )
ZAKLADNE MATERIALY PROJEKTU &«
* Materidly
g x
Plagaty a letaky <
.
- o LETAK O PROJEKTE OVCE.SK POSKYTOVANIE OSOBNYCH UDAJOV 41
. .
s PDF, 2.73 MB, stiahnuté: 747% PDF § o 15‘? B, stishnuts; 337x | poF |
SM;;\.:LSS \;Er:)l‘a,PDF, 11.3MB, m
.
SIKANOVANIE ZAVISLOSTI :
PDF, 18.8 MB, stiashnut: 1025x PDF | PDF, 18.6 MB, stiahnuté: 799x | oF | 2
T;:h?,::; ';:rgz;a,PDF, 11.3 M8, == V::;a::'.;zsz: \;:r;;a.PDF, 11.2MB, m %
. 2
MOBILY ZOZNAMOVANIE _
PDF, 16.6 MB, stiahnuté: 693x PDF PDF, 19.3 MB, stiahnuté: 701x | eor | OHROZENIA
Mad'arska verzia, PDF, 9.8 MB, T
stiahnuté: 583x ® Netoleranda
® Zneuditie osobnjch Gdajov
PLAGAT O PROJEKTE ZODPOVEDNE.SK ROLLUP OVCE.SK * Nevyfiadany obsah
PDF, 212KB, stishnuté: 1638x [ poF | e iy o == : :;:;;m:::hgmem
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TOOLS AVAILABLE ON THE WEBSITE SHEEPLIVE.EU:

Interactive quizzes, complementing Sheeplive, each with 10 multi choice questions for testing
purposes, online educative games, wallpapers, comics, colouring book, posters, screensavers,
cartoons, jingle, ringtones...

Devifdesiatdevir
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E-BOOK “CHILDREN IN THE NET”

available in Slovak biggest e-shop Martinus.sk for a free download

@ ITlaI"tiI"IUS E-knihy Kava a Caj

I[)f1jr]éi3§:3r](:fa el Mle ey

E-knihy Spolocenské vedy Rodicovstvo, rodina Detiv sieti

Deti v sieti =@ Bl 2| [wiweet

Tito e-knihu si méiete
Rizika virtuéineho priestoru a ochrana pred nimi stiahnut' zadarmo priamo

7 vasej e-kniZnice

obéianske zdruienie eSlovenko - Vjrobca: Dibuk, 2012

E-kniha dostupna vo formatoch: [(POF |

[Trorre) QP Pridat do wishlistu
Co je to wishlist?

Tato a-kniha je docasne Titul je dostupny na okamZite stiahnutie

zadarmo v ramci promo DalSie e-knihy z tejto oblasti
akcie. Nemusite si ju

objednadvat, mdzete siju Detaily Informacie Spolocenské vedy - Rodi¢ovstvo,
priamo stiahnut zvase] E- e 92 siran i 0ekmie rodina
kniZnice 7
e slovensky jazyk % Recenzie »
- . ? " Hry pro dospélé
i & odporicania sty Sofia Hermochova

BB  Na3acena:705€

ori s KR

scannich K0 e CE = . A T '

Jak preiit

YOUTUBE CHANNEL

SheepliveCartoons @

Pocet videi 206 - Datum vytvorenia: 20.1.2011 - Celkovy poet zobrazeni: 1 968 352

Ve d

1.52011-31.12.2012

Vykonnost

20000 10000

10000 5000 M

1761 084 716 412

Prehratia Odhad &asu sledovania v minGtach
Zapojenie
| sl ot
.LLJJLI.{.LI.&L I ‘luuhlh L ||u||.uJH|||J _n.LJLA.LA__n ..nluui. .L
784 108 115 402 126 : 188
Pacisa Mepadi sa Komentare Zdiel'ané poloZky Pridané obllbené Cistd zmena poctu

videa odberatelov
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KEY ONLINE TOOLS

“CHILDREN IN THE NET”

The basic publication on threats
on the Internet, their prevention,

The e-book is available for
free download on websites:

hints for adults and children, 92 Elﬁﬁlm Zodpovedne.sk, Sheeplive.
pages, used by teachers as I"'-E';?:" wt L eu, Slovak biggest e-shop
a school book, ‘Bible’ on Sl in ke | Martinus.sk

Slovakia E

DETI U SIETI

\ o
eSlovensko (\e ) \u\c(enm

GUIDE BOOK FOR TEACHERS AND GUIDE BOOK FOR PARENTS

The complementary tool for animated 9 stories Sheeplive, including games and activities

Ako nestratif diefa vo svete Ako!nestratifdiefa\vo svete
internetu internetu
PRIRUGKA PRE RODICOV PRIRUCKA PRE UCITELOV

@Slovensko {\a) iu\;‘/enm @Slovensko QB) iu\"/entn
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In 2009 SK SIC launched a new awareness raising tool animated stories Sheeplive/OVCE.sk (from
Slovak word ‘sheep’), which reflects inappropriate behaviour of youths in the virtual world and shall be
utilized as an effective resource for practical media education. As the title of the series may suggest, the
stories are set in a sheep pen and the main characters are the little sheep, the wise shepherd, his helper,
big bad wolf and the hunter. They combine patterns of Slovak cultural heritage with sensitive up-to-day
topics like grooming, racism and xenophobia, misuse of personal information or photographs, which
are dealt with in an amusing, yet educational way. The main goal of the creators was to reach even the

youngest users of the Internet.

AWARDS:

Since the beginning of the programme the project has received 11 awards. In 2011 the following:

m 2011 Stuttgart - award the EU City of Excellence ‘City of Children’ award under the topic

‘Media Education’

m 2011 Best Motion Picture at European Prevention Film Festival for project Sheeplive,

Székesfehérvar, Hungary.

m 2011 Professional Audience Award at European Prevention Film Festival for project Sheeplive,

Székesfehérvar, Hungary.

European Award of Excellence

»City for Children«

Presov

201 1 Special Recognition
OVCESK

Published by eSlovensko

KODOUA JANOS UNLERSITY OF APPUED SCINCES

J

CERTIFICATE

Sheeplive
film

CERTIFICATE

for
Sheeplive
film

for having been awarded the

BEST MOTION PICTURE
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THE FOLLOWING 24 EPISODES (3 MINUTES EACH) ARE NOW AVAILABLE:

Coatless (Indecent photos)

Don’t Dance with the Wolf (Misuse of photographs)

Secret friend (Grooming)

White sheep (Discrimination and racism)

Ninety nine (Lucky chain letters)

A Belcher (Past mistakes on internet)

Beauty Crown (Anorexia on the internet)

Revenge (Cyber stalking)

Big mouth (Phishing)

10. Carnival mask (Imitation of idols in dangerous scenes)

11. A Thousand Friends (Virtual friendships)

12. The Opposite Bank of the River (Social equality)

13. Fireworks (The risks involved in the production and use of explosive materials)
14. Masquerade (You never know who is on the other side of the internet or the mobile phone)
15. Hands up (Vulgar language and gestures)

16. Thick neck (False profile, cyber bullying)

17. Alien mobile phone (Respect the privacy of your friend, etiquette of mobile communication)
18. Shopping cart (Shopping through internet)

19. Snowball war (Happy slapping)

20. Mobile mania (Mobile phone addiction and etiquette of mobile communication)
21. Out of it (Computer games addiction)

22. Photo album (Profile pictures, internet reputation)

23. Harassment (Sexting)

24. Responsible (Responsible use of internet)

©CoNooOk~wWNE

e

Dubbing by Core Advisory team for the
a famous Slovak actor Sheeplive cartoons
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The project website (www.sheeplive.eu), apart from the stories, offers visitors a handful of accompanying
features, such as games, cartoons, glossary of internet terms, emoticons and many downloadable items.
(Colouring book, Comics with text, Comics without text, Quizzes, Wallpapers, Screensavers, Ringtone,
Leaflets, Posters, Dictionary, Interactive stories, Research, Jingle)

SK SIC has produced Sheeplive not only in Slovak, but also in Hungarian and Roma languages, which
are the languages of the largest national minorities in Slovakia. Further we have produced a version in
sign language for deaf persons and a version with audiocommentary for blind audience.

Together, we have produced the cartoons in 23 different world languages as mentioned in the table
below.

Totally, we have produced 601 episodes of Sheeplive cartoons within the different versions. This makes
the total duration of all the material produced to 30 hours and 3 minutes.

&8

i b e i vl eSlovensko |

The Sheeplive cartoons are regularly broadcast on Slovak national TV. On the main channels (Jednotka,
Dvojka) the cartoons were broadcasted 324 times. Apart, it is spread in many regional and religious TVs
in Slovakia (approximate total number of broadcasts 4,000) and also in Czech Republic.

Published by eSlovensko page 17
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Language version | Nr of dubbed episodes | Nr of episodes with Sign version for Audio commentar
available subtitles deaf persons for blind persons
1 | Slovak 24 24 15 24
2 | Hungarn : i
3 | Roma 4 Sovak subiiles
4 | English 21
5 | German 9 21
6 | French 21
7 | Spanish 21
8 | ltalian 21
9 | Portuguese 21
10 | Dutch 21
11 | Swedish 21
12 | Finnish 21
13 | Danish 21
14 | Greek 21
15 | Polish 21
16 | Estonian 21
17 | Lithuanian 21
18 | Latvian 21
19 | Slovenian 9 21
20 | Czech 21
21 | Romanian 21
22 | Bulgarian 21
23 | Chinese 21 21
Summary 89 473 15 24
Total summary 601
Published by eSlovensko page 18
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OFFLINE TOOLS

(273900 COPIES)

DVDS

11 500 copies with stories Sheeplive and methodological guidebooks, distributed during training and
events, presentations via network of municipalities, preventists, children magazines Maxik, Zvoncek,
partners, regional education boards, free licences for copies of DVDs to municipalities

(Bezo7ustekaldZataiovanykamarith
[Biete[oucelINerancuilsivikom]

8
[DevardesiatdevarKorunkalkrisy)
St ssiowmsho 0z oo (AT QT

@ unicefl® PRS-, OfE- ..eeee T

i

M cSlovensko D
g

HANDBOOKS

104 500 copies, distributed via 8 regional education boards and kids magazines

Lovees | [ ovec 5

Ako nestratif diefa vo svefe Ako nestratif!diefa\vo/svefe
infernetu internetu
PRIRUCKA PRE UCITELOV

@Slovensko (5 /" iu\(emu eSlovensko (5/" iu\(emo
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WORKBOOKS
100 000 copies for primary schools

PROMOTION MATERIALS

900 T-shirts, 2 000 pens, 1 000 bags, 5000 tattoos, 5 000 school timetable stickers, 4 000 bracelets,
leaflets, booklet
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POSTER

40 000 copies to primary and secondary schools for promotion of the helpline Pomoc.sk

na internete? na internete?

Zradill ts priatell
Vydieraji ta?

o4 o A -
‘@1116 2]_- \s’f’li\l;E€H'AT ‘@fEMﬂIL % ‘W ns :ll‘l'_ ey LIVECHAT \@, EMAIL

[ #m=r (&) uvce@  Goanl - F-Sptems oo P O e= (&

MEDIA

During the period 2011 — 2012 the keywords of projects Sheeplive, Zodpovedne.sk, Pomoc.sk,
Stopline.sk and others were in media more than 500 times.

Ovecky upozoriiuju deti na skodlivost’

internetu »aktuality.sk

A STA 18 novemtra 2012 16 53
Tituka « Sprévy - Veda + Kokisjl - Kultire  Sport - TV program - Poasle « Horoskopy - Viac wimn

L T T e ——y
Z - ‘Speitvy 2 Aidualll A

Ro_zpravky C.)\ICE SK pozna aZ 92 percent 9 [ f fpotitorm e
roénych deti

At bin et s a NajEtanfie sprdy

BB, o Qe reten, 33
oLas na inerete ¢ da
aadbe Dy a3,

ezt priesium  MEDIAGIA BEZPECHENG POUZVANIA INTERNETU prng3a toufmané

Vyphiva 10 2 necdiskéno prssku pre

manatérka Zuzana TR

Prisshum o pzven Nedkia Deti a internet: Stvrtina sa ocitla v e

i Lorpsan oo riskantnej situcii!
-

LN ¥ PrEvercs MORTHER B4 13

aaiach iy

yphpen 19 2 neiveséing priesiumu pre cediansse zulens
eSiovensng, 30 1orEN 50V 8 D 0K F TApOSs 300 Ot v0
N 5 9.00 16 oKD, INfOrmOVAA PIOANOVA MANAN Zuzana
Tena
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SHEEPLIVE COMICS
in Children magazine Maxik (800,000 printouts within the project)
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PUBLIC EVENTS

SAFER INTERNET DAY 2011, 8 FEBRUARY

A big event was organised at a secondary grammar school in Bratislava with 250 guests, such as
children, teachers, parents and media. During the event 5 new episodes of Sheeplive were launched,
together with the international portal Sheeplive.eu. A popular Slovak actor Jozef Vajda, who dubbed the
animated stories, took part at the event, together with Robert Sarina, who interpreted the sign language of
Sheeplive. Master in cooking national food — halusky (dumplings) was invited as well. Several ministries,
such as the Ministry of Interior of the Slovak Republic, the Ministry of Culture of the Slovak Republic,
the Ministry of Education of the Slovak Republic, the Slovak Committee for UNICEF, the Government
Council for Crime Prevention and Bratislava Higher Territorial Unit took part. Media coverage were
represented by national, regional, religious and private TVs, newspaper, radio and several web sites.
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SAFER INTERNET DAY 2012, 7 FEBRUARY

The key event organized on 7 February 2012. The event took place in a Culture House in Bratislava with
450 guests, mostly school children and their teachers. At the event, the new prevention book “Children
in the Net” was launched, together with 4 new episodes of Sheeplive and the award ceremony for the
3rd competition. The actor Jozef Vajda was present, together with senior officials from the Ministry of
Interior SR and the Ministry of Culture SR. Media coverage included national, regional, religious and
private TVs, newspaper, radio and web sites.
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LET'S READ

On May 31st, 2011 a nationwide activity called “Let’s read” was organised. Several libraries and schools
throughout the Slovak Republic participated and cooperated in this project. The aim was to motivate
children to read books and regularly visit the libraries. The event was attended by 30,480 children. Part
of the action was to spread edification regarding awareness of safe behaviour on the Internet. Children
were given the contact information on the helpline Pomoc.sk and information about the ongoing project
of educational fairy tales Sheeplive.

On May 31st, 2012 was organised a nationwide
activity “Let’s read” as the 5th year. Thanks to
the huge amount of libraries and school across
Slovakia involved, the record in the participation
was broken. Totally 35,542 children participated
in the event. They received the information
about the safer internet project, helpline Pomoc.
sk and cartoons Sheeplive.

21KM FOR CHILDREN

On September 11th, 2011 a charity event “21 km for children” was organised. In this event took part 166
adult runners and 102 children with parents. The active participants were provided with the information
materials about project Zodpovedne.sk and Sheeplive. For approx. 300 visitors of the event area was
at disposal the poster “Safely on the Internet” and contact information on the helpline Pomoc.sk. At the
same time our staff provided parents with the essential information and offered basic counselling on the
subject - children and virtual world.

On September 9th, 2012 was
organised the 4th year of the charity
event “21 km for children”. The
event was promoted by celebrities.
During the venue more than
600 participants were informed
about the project Zodpovedne.sk,
Sheeplive and helpline Pomoc.sk.
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The third year of the competition was organised in 2011. The goal was to increase awareness and
empower children in safer internet.

Competition on Sl was for pupils up to 11 years, students between 12 and 15 years, students over 16
years, prevention officers, schools and municipalities. Children and youth created materials, short films,
websites, poems, pictures, theatre performances on prevention on the internet and mobile phone. Adults
implemented prevention activities. 20,211 children were involved and the award ceremony organized

during SID.
Category Award Participants Project name
Prevention The most responsible Public library M. ReSetku,

coordinator

library

Trencin

Traps around us

Prevention
coordinator

The most responsible
municipality police

Municipality police Sered

Closer to citizens

How not to loose a child on

Municipality The most responsible city | Povazska Bystrica internet
School The most responsible ZS M'. Kuk’ucma, Medium - a wrong demon
school Dolny Kubin
- . Z8 M.Sch. Trnavského, A goat on Facebook, a theatre
School The most original project
Trnava play

Children under 11
years

The best website

Tomas Droba, Juraj Namesny,
(ZS Jilemnického, Ziar nad Hronom)

Our blog

Children under 11
years

The best animation

Mighal Varga
(ZS Vanc&urova, Trnava)

Personal data misuse

Children under 11
years

The best presentation

Team of Z$ Jilemnického,
Ziar nad Hronom

Cyberbullying

Children beetween
12 and 15 years

The best presentation

Jitka Filova,
(ZS Hrnéiarska, Humenné)

Cyberbullying

Children beetween
12 and 15 years

The best website

Team of ZS Gabora Bethlena,
Nové Zamky

Website www.ibez.webnode.sk

Children beetween
12 and 15 years

The best animation

Juraj Vasek
(ZS M. Kuku¢ina, Dolny Kubin)

Miceface

Children beetween
12 and 15 years

The best video

Livia Spodniakova, Paulina Novakova,
Adam Simo (ZS Jilemnického, Zvolen)

Cyberbullying

Children beetween
12 and 15 years

The best video

Lubo$ Pernis
(Gymnazium Vazovova, Bratislava)

Video

Children beetween
12 and 15 years

The best literary work

Tevam of class 8.B,
ZS Zocha, Jilemnického, Revuca

Poetry - Fejsbukova

Youth over 16 years

The best video

Patrik Levicky
(Stredna umelecka Skola, Levice)

Youth over 16 years

The best paint

Marek Jalc

Personal data misuse

Youth over 16 years

The best paint

Kristina Havlikova
(Sos Cintorinska, Nitra)

Internet acquitance

Published by eSlovensko
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facebook

GAS SA VRATIT NEDA,
PRETO 81 ROZMYSLITE &1 HO ZABLIETE
'SEDENIM ZA FACEBOOK-OM
ALEBO HO VYUZLJETE ROZUMNEJSIE

The fourth year of the competition was announced at the end of the year 2012. Apart from the previous
categories, the participants can compete also in the project proposals. The award ceremony will be
organised during the Safer internet day (SID). Till now, we count more than 20,000 participants.

HELPLINE

Helpline Pomoc.sk is run by the Slovak Committee for Unicef, which is present as a non-governmental
organisation in Slovakia since 1994. The helpline was established in 2008.

Helpline has the following tasks:

Provides information, psychological, social and legal advice

Creates and uses the communication space for prevention

Ensures crises prevention in stress situations

Ensures interdisciplinary and inter institutional co-operation when it is necessary

It is available across Slovakia and it is aimed at children 0 -18 years old, youth and adults in the
interest of children.

CHANNELS:

(@, 116 111 &9{ LIVECHAT \'@, EMAIL

BEZPLATNA LINKA POMOC! POMOC.SK POTREBUJEM @POMOC.SK

Nonstop free telephone Online helpline - chat daily at Email advice at
number 116 111 www.pomoc.sk 4.00 p.m. - 10.00 p.m. potrebujem@pomoc.sk
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Continual work of Helpline Pomoc.sk is provided by the team of 3 permanent employees: Director of

Child’s Helpline, a professional guarantor and an office and staff co-ordinator

Direct contact with the clients of Pomoc.sk helpline is provided by the team of trained about 40 consultants

and 21 supervisors who are experienced in the distant form of communication.

New consultants are trained for distance work and counselling two times a year. Each training takes
92-hours. Particular attention has been paid to the issues of current virtual environment and new

technologies

OVERVIEW TYPE OF QUESTION AT HELPLINE POMOC.SK

1.5.2011-31.12.2012

Topic Livechat Phone E-mail Total
General advice / info about zodpovedne.sk 7 10 10 27
Technical advice, practical use of PC/internet 5 28 12 45
Cyberbullying / violence, threaten 6 76 11 93
Addiction 6 66 6 78
Dangerous contact 2 16 & 21
Internet relationship / friendship 18 64 5 87
Grooming 1 0

Sexual harassment / sexting 0 1

Dangerous content 8 43 4 50
Privat data issues 10 47 14 71
Preventive contact and other 258 0 96 354
Total 316 363 162 841
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Launched on 8 February 2010, a public hotline Stopline.sk with the aim to fight mostly the abuse of
children on the internet, racism and xenophobia. General public can use the service using the email
stopline@stopline.sk or the electronic form. Contract on cooperation with the Ministry of Interior SR
was signed in April 2010 and is still valid. Stopline.sk has become the full member of the international

association of internet hotlines in April 2012.

Key tasks:

m Operates the hotline service, receives reports from public on

illegal content and conduct on the internet

m Operates the hotline Web site www.stopline.sk, incl. online

reporting form

m Co-operates with the Police — regular meetings

m Uses new INHOPE reporting system

m Co-operation within INHOPE

mEitapa

” y
Wi

Special award for project Stopline.
sk at the international conference
ITAPA

REPORTS FROM THE PERIOD 1.5.2011-31.12.2012

Incoming Reports

Child Abuse 3536 95,62%
Racism and Xenophobia 27 0,73%
Other 135 3,65%
Total 3698 100,00%
Category of Reports

Child Abuse 2846 76,96%
Racism and Xenophobia 15 0,41%
Other 837 22,63%
Total 3698 100,00%

Published by eSlovensko
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2500 77
2000 1~
1500 4
1000 +~

500 +7

® Zneuzivanie deti/Child Abuse

™ Rasizmus a xenofdbia/Racism
and Xenophobia

w Iné/Other

Kategorie/Category

page 29



Final Public Report

Slovak Safer Internet Centre

Country
Czech Republic 21
China 0 — u Cesko/Czech Republic
m Cina/China

Denmark 1

1600 - H Dansko/Denmark
France 0 1400 m Francuzsko/France
Holland 48 1200 - ®m Holandsko/Holland
Japan 131 — ® Japonsko/Japan
Canada 109 ® Kanada/Canada

800 ® Kazachstan/Kazachstan
Kazachstan 3 600 Nemecko/Germany
Germany 19 oy ® Ruska federdcia/Russia
Russia 156 u Slovensko/Slovakia
200 A
Slovakia 78 e
0 + Singapur/Singapore
USA 1653 Krajina/Country Ukraina/Ukraine
Singapoure 42
Ukraine 85
4 INTERNET BLIND FRIENDLY WEBSITES | 1YOUTUBE CHANNEL | 2 FACEBOOK PAGES

Site Visits / Likes Pageviews
Zodpovedne.sk 219,623 694,674
Pomoc.sk 11,725 25,869
Stopline.sk 8,230 17,025
OVCE.sk / Sheeplive.eu 854,597 3.532,158
Sheeplive Cartoons - YouTube channel 1.761,084
Facebook page “OVCE.sk” 1,772
Facebook page “Prevencia IT kriminality, bezpe¢nost” 155
Summary 2.857,186 4.269,726

Published by eSlovensko
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WEBSITE ZODPOVEDNE.SK

= [
e A mcroson
w:odpwedm.sk T N Gt 2

Prehlad publika 1.5.2011-31.12.2012 ~

Odkaz VERZLBETA

Spresfujiice segmenty Email Exportovat ~ Pridat na informaény panel

© navstewy (%) 100,00 %
Prenfad

Navitewy = |VPOFOVNANi 5 Vybrat metriku Kaidi hodinu | Def  Tyided = Mesiac

® MNavitevy
3000

il 2014 oktober 2011 januar 2012 april 2012 jul 2012 oktober 2012

Pocet osdb, ktoré navstivili tuto stranku: 131 417

Yo . Navitevy: 219 623
1. . Jedineéni navétevnici: 131 417
Wikl Zobrazenia stranky: 694 674 u 57,89 % New Visitor
whandit  Pocet stranok na navitevu: 3,16 127 136 Nivitewy

u 42,11 % Returning Visitor
wibssdbe  Priem. trvanie navitevy: 00:04:18 [ Né,llm 4
dpae4 \liera odchodov: 58,46 %

Sppedsntis o novych navitev: 58,13 %

W zodpovedne.sk
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WEBSITE POMOC.SK

UVECHAT v

oot ER /1T
e,

| EMAIL =~
e Qi)
| iy

SUVISIACE PROJEKTY

WY stopiine. sk

AW pomac. sk

W zodpovedne.sk ¥ Cookie.sk

Prehlad publika 1.5.2011-31.12.2012 ~

Odkaz VERZIBETA

Spresiujice segmenty E-mail Exportovat =  Pridat na informaény panel
e navitevy (%) 100,00 %
PrehFad

Névitevy = |V POTOVNANi s Vybrat metriku Kaidi hodinu = Ded | Tyided | Mesiac

@ MNavstewy
100

jal 2011 oktéber 2011 janudr 2012 april 2012 jol 2012 oktdber 2012

Pocet osdb, ktoré navstivili tuto stranku: 9 866

dbidbiaa Navitevy: 11 725
odtdts s Jedineéni navitevnici: 9 866
ftbadiih Zobrazenia stranky: 15 869 u83,16 % New Visitor

9751 Navitevy

whasadasdi  Poget stranok na navétevu: 1,35

u 16,84 % Returning Visitor
Lisowis Priem. trvanie navitevy: 00:01:05 1974 Név;:evy g
(g Miera odchodov: 81,37 %

T <, novych navitev: 83,14 %

pomoc.sk
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WEBSITE STOPLINE.SK

L———

Wstopline.sk R TITE O. JEN

STOPLINE.SK

L

B Slovensko

Prehlad publika 1.5.2011-31.12.2012 ~

Spresiujice segmenty E-mail Exportovat =  Pridat na informaény panel  Odkaz VERZABITA

e navitevy (%) 100,00 %
PrehFad

Navitevy = |VPOTOVNANi S Vybrat metriku Kaidi hodinu = Ded | Tyided | Mesiac

@ MNavstewy
140

jul 2011 oktdber 2011 januar 2012 april 2012 jul 2012 oktdber 2012

Pocet osdb, ktoré navstivili tuto stranku: 6 780

bl s Navitevy: 8 230
s .. Jedineéni navatevnici: 6 780
tsseliil . Zobrazenia stranky: 17 025 ‘ 81,80 % New Visitor

Mihsekibis Pocet stranok na navitevu: 2,07 8722 Navitewy

u 18,20 % Returning Visitor
haslissle k. Priem. trvanie navitevy: 00:01:35 i Né‘,;\,y g
M Miera odchodov: 62,33 %

WFRAT™ < novych navitev: 81,69 %

Wstopline.sk
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WEBSITE OVCE.SK / SHEEPLIVE.EU

Prehlad publika 1.5.2011-31.12.2012 ~

Spresiujice segmenty E-mail Exportovat =  Pridat na informaény panel  Odkaz VERZABETA

e navitevy (%) 100,00 %
PrehFad

Navitevy = |VPOTOVNANi S Vybrat metriku Kaidi hodinu = Ded | Tyided | Mesiac

@ MNavstevy

8000

3 000,

jal 2011 oktdber 2011 janudr 2012 april 2012 jul 2012 oktdber 2012

Pocet osdb, ktoré navstivili tuto stranku: 532 424
Ak Navitevy: 854 597
a_siden_. Jedineéni navitevnici: 532 424
bt Zobrazenia stranky:3 532 158 u 61,16 % New Visitor

= Poéet stranok na navitevu: 4,13 522 629 Navitevy
m 38,84 % Returning Visitor

e Priem. trvanie navitevy: 00:06:24 331 968 Navitewy
Jde v Miera odchodov: 25,96 %

T % novych navétev: 60,88 %
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YOUTUBE CHANNEL - SHEEPLIVECARTOONS

r“ SheepliveCartoons's channel

Odportcané

1 960 498

polet prehrati vides

Prehliadanie videi

Odovzdané videa 1 10z:554

distruggers il rcinto e il poliaio, ogni speranza
anche la latrina,

ﬁif”’? ?L LE Palle di neve

SheepliveCartoons©

1761 084

Su

er. 206 Datum vytvor

Informacie: Upravit’
SheepliveCartoons's channel
autor: SheepliveCartoons
Détum pripojenia 20.01.2011

Krajina Ceska republika

Odporaéané zoznamy videi

Upravit

le mani

arioons  Podet prehrati: 1

1 video
*)Whoa, whoa

Oblubene v

10000

5000

716 412

Prehratia Odhad ¢asu sledovania v minGtach
Zapojenie

I g P s i
| | J

ARV VI bbbl Lulbbbdlinli T e ol |

784 108 115 402 126 . 188
Pacisa Nepacisa Komentare Zdiel'ané poloZky Pridané oblibene Cistd zmena poctu
vided odberatelov
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FACEBOOK FUNPAGE OVCE.SK

OVCE.sk

1,772 likes - 1 taking about this

Non-Profit Organization
Vitaj na nafom salasi, Prajeme ti vela z3bavy na nadej strénke, Dajte vediet o nds
vEetkym, ktorl potrebuji poméct’ alebo poudit':o)

About Photos

v Liked | | 2 = |

Informacie o proj

!)27 1 r772 OVCEsk [+]

Hiasy postavidiek nal
v slovendine den

Notes 1

FACEBOOK GROUP “PREVENTION OF IT CRIMINALITY, IT SAFETY”

Prevencia IT kriminality, bezpe€nost' & About Events Photos

2 write Post Add Photo [ Video E= Ask Question [ Add File

Write something...

RECENT POSTS

Jaroslav Oster

ESET vydava bezpecnostnu aplikdciu pre Facebook — ESET Social
Media Scanner | ICSecClub

WWW.Scoop.it

ESET, lider v proaktivnej ochrane pred internetovymi hrozbami s 20-roénou
historiou, vydava aplikacu ESET Sodal Media Scanner, Jaroslav Oster's

€] Like - Comment - Follow Post - Share * 6 h

« Seenby 21

i Write a comment...

Jaroslav Oster

Vystopuj a vyhraj notebook
www.operaciaanti-theft.sk

Za kazdych 500 videni dostanes presnejSiu
informédciu. Zdielaj video, najdi notebook a
wyhraj ho!

Published by eSlovensko

+ MNotifications # Q.

155 members

+ Add People to Group

Sponsored &l Create an Ad

Saty uz od 6,99€
\ Vyber si trendy Saty &
objednaj online za
atraktivne ceny!

Pali Brocko likes bonprix Slovensko.

Zhod'te sviatotné brucho

consumerscurrent.com

- LEBUE  Zistite, ako schudnit' po
sviatoénom prejedani!

Online p6zicka Provident
Potiadajte o hotovostni
pozicku, Je to rychlé,

PROVIDENT [Reabser].
———  skrytych poplatkov!

Vytvor si vlastné tricko
shirtinator. sk
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INTERNATIONAL CO-OPERATION

SK SIC and the consortium partners participate actively at international activities organised by INSAFE

(network of awareness centres), INHOPE (association of internet hotlines) and other partners.

Travel purpose

Destination

Date

Sheeplive dubbing

Warsaw, Poland

10-13/07/2011

Conference “Say No! to cyberbullying”

Sofia, Bulgaria

26-28/08/2011

INSAFE training, Steering committee meeting

London, England

13-15/09/2011

INSAFE cluster meeting

Brussels, Belgium

05-06/10/2011

Safer internet forum

Luxembourg

19-21/10/2011

INHOPE training

Rome, Italy

15-18/11/2011

INSAFE cluster meeting

Prague, Czech republic

23-24/11/2011

INHOPE conference

Rome, Italy

16-18/11/2011

INHOPE training

Bucharest, Romania

16-18/01/2012

Review meeting

Luxembourg

22-23/01/2012

INSAFE cluster meeting

Madrid, Spain

28-29/02/2012

INSAFE training, Steering Committee meeting

Sofia, Bulgaria

23-26/03/2012

INHOPE tasks group meeting and General Assembly

London, England

23-26/04/2012

INSAFE cluster meeting

Oslo, Norway

02-04/05/2012

INSAFE conference “Promoting Internet Safety Globally,
Connecting Generations”

Larnaca, Cyprus

14-16/05/2012

INHOPE Bursary Programme

Prague, Czech republic

28-29/06/2012

INSAFE Advisory Committee meeting Brussels, Belgium 07/08/2012
INSAFE training seminar, Steering Committee meeting Budapest, Hungary 26-28/09/2012
INSAFE Google’s Youth and Tech Summit London, England 12/10/2012

Safer Internet Forum 2012

Brussels, Belgium

18-19/10/2012

INHOPE members General Assembly

Amsterdam, Netherlands

19-21/11/2012

25 April 2012, General Assembly, London, Voting on
Slovakia full membership in INHOPE

As a leader in awareness tools production, SK
SIC contributes widely into the INSAFE network
with online and offline tools, videos and also the
international portal www.sheeplive.eu. In total
525 tools are available for the international use,
bulk of it represented by Sheeplive cartoons in

several languages.
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MEDIATION OF SAFER INTERNET USE

HOW DO THE ESLOVENSKO’S PROJECTS CONTRIBUTE TO IT?

The Survey Final Report

BRATISLAVA 2012

With financial support from the EU's multiannual Community Programme ,Safer Internet”
on promoting safer use of the Internet and new online technologies.



MEDIATION OF SAFER INTERNET USE
How do the eSlovensko’s projects contribute to it?

MEDIATION OF SAFER INTERNET USE TO CHILDREN AND THE PROJECT ZODPOVEDNE.SK

Internet has been an integral part of life of still younger and younger children. There are more factors which influence a way of
Internet use, levels and types of risks children face to. On the child’s side there are following factors: — their age, technical
skills, knowledge about safer Internet use, netiquette handling, their personality, school, friends and a wider society. Every-
thing above mentioned influence significantly how their knowledge and skills of Internet use will be developed supported and
mediated. The term Mediation of Safer Internet Use has not been incorporated into Slovak terminology yet. According to for-
eign literature it can be defined freely as an addressing safer Internet use to children (Livingstone, Helsper, 2008).

The NGO eSlovensko plays a significant role in mediation of safer Internet use. It implements the project Zodpovedne.sk (in
English: Responsibly), supported by the European Commission within the “Safer Internet” Community programme. The project
provides running the Centre of safer Internet Zodpovedne.sk, with the objectives to raise awareness, to maintain educational
activities on Internet safety issues towards public, to approach new technologies and to prevent crimes. Both other projects
Pomoc.sk (in English: Help) and Stopline.sk, designed to fight against harmful Internet content, are a part of Zodpovedne.sk.
The project Sheeplive.eu (in Slovak: OVCE.sk) was initiated by the NGO eSlovensko as an integral part of Zodpovedne.sk, Po-
moc.sk and Stopline.sk. Two main parts of the Sheeplive.eu project are children’s cartoon series and an international internet
portal, both focusing on the youngest users and internet threats prevention. It servers for youth as a mirror of their inappropri-
ate behaviour and it gives adults an opportunity to learn about children’s internet world as well. The cartoon series for children
explains principles of safer Internet use in a funny and fetching way. The series is supplemented by didactic material for both
parents and teachers, which help in effective mediation of the messages. The series has been premiered in public media, is
available on DVDs, published on websites and often serves teachers as an auxiliary teaching material in media education.

In order to make the activities of the national awareness node Zodpovedne.sk and other eSlovensko’s projects more effective,
there was implemented a survey, done by an independent researcher, who focuses on Internet opportunities and threats.

In the survey we were interested in:
e to what level children are aware of meeting risks, feel unpleasantly or helplessly in some Internet situations,

e within what scope they know and use the activities and the projects of the national awareness node Zodpovedne.sk,
serving as safer Internet use support,

e what mediation tools children perceive as the most useful,

e whether children are able to recognize messages of awareness products (the Sheeplive series) and use them in their real
Internet behaviour.

The survey was implemented in May and June 2012 and there participated 390 children (180 boys and 210 girls) at the age 9 -
18. They were randomly selected from primary schools (4th, 5th, 6th, 7th grade) and secondary schools (2nd grade) in Bratisla-
va, Sv. Jur, Turcianske Teplice, Zilina, Martin, Sucany and Skalica. With a permission of their parents, children were given anon-
ymous electronic questionnaires, which were being filled up at school’s computers by a researcher’s presence. Because of a
need of using a uniform methodology for all children, there was not possible to include children younger than 9 years old into
the survey. The children at their pre-school and younger school age, who are one of the project target groups (mainly of the
project Sheeplive.eu), have not got their cognitive skills satisfactory mature for assessing of detecting phenomena and express-
ing them in the survey. Special qualitative research methods and individual approach would be needed for this category, which
was not possible to implement within the survey scope.

Regarding the project Sheeplive.eu duration (the first episodes of the series were premiered in Slovakia on 8th Oct. 2009), it
was useful to ask children aged 9-18 about the project. They had been 6-15 years old in the time of the project implementa-
tion. We were interested in a depth and extent of the project impact on this target group.
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For outcomes proceeding, the sample was divided to:
e children aged 9-10 (N=111) on average 9.77 years old
e children aged 11-13 (N=157) on average 12 years old

e adolescents aged 15- 18 (N=122) on average 16.49 year olds

HOW CHILDREN PERCEIVE RISK ON THE INTERNET

Children and adults perceive Internet risk in a different way. We were interested in what level children themselves feel inse-
cure while using Internet. We tried to find out whether they have already been bothered or insulted by someone or something
or they did not know how to react properly.

Table 1: How children perceive Internet risk

_ 9-10 years old 11-13 years old 15-18 years old all children (N=390)

yes 30.6% 26.1% 21.3% 25.9%

Note: Have you ever experienced bothering or insulting on Internet, or that you did not know how to react properly?

More than a quarter of interviewed children are aware of being in a risky situation sometimes. The younger children, the more
often they state having met risks (see the table 1). It could be related to a raising awareness of Internet risks as well as that a
lot of activities on the Internet is done by still younger children when they are not able to handle difficult situations (this age
shift has been a long-term trend). Children aged 9-10 have got less technical skills and experiences with social situations. They
have not got developed their abstract and critical thinking sufficiently yet and are not able to consider consequences of their
actions properly, what are significant disadvantages in decision making in ambiguous situations. As researches show, Internet
risk exposure increases with age (Livingstone et al., 2012), because children are concerned with a wider range of activities, they
experiment with identity etc. Assessing the level of risk was objectified in these studies (number of activities which adults con-
sider as risky). However, in our survey we asked about the situations, which children themselves consider as risky. The level of
perceived risk decreases with age because older children possess more experiences and skills to handle situations and thus
they do not perceive them as threatening in contrast to their parents.

Table 2: Helplessness on Internet, experienced by children

_ 9-10 years old 11-13 years old 15-18 years old all children (N=390)

yes 33.3% 28.8% 16% 26.5%

Note: We can experience various things on Internet when we are not sure how to go about it (e.g. someone bothers us all the
time). We would rather to consult with somebody on it. Have you ever experienced such a feeling?
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Even though children themselves can realize that they face a difficult situation, yet it does not have to mean that were not able
to handle it. We asked them about experienced helplessness in a risky situation. More than a quarter (and even every third
small child) of children had a feeling that they did not know what to do and they would have rather consulted with somebody
on it (see the table 2).

Chart 1: Risk and helplessness perceiving in Internet situations

35% 33,3%
30,6%
30% - 28 8%
26,1% 25,9% 26,5%
25% - —
21,3%
20% - —
16,0% H perceived risk on
the Internet
15% - —
L perceived
10% - — helplessness on the
Internet
5% T —
O% T T T 1
9-10years old 11-13 years old 15-18 years old all the children (N=390)

Note: Perceived risk on Internet — Have you ever experienced that something on Internet bothered you or you didn’t know how to react
properly? Perceived helplessness on the Internet — On the Internet there sometimes happen some things, when we are not sure how to go
about it (e.g. somebody bother us all the time). We rather consult with somebody on it. Have you ever had such a feeling?

Adolescents face more difficult situations more often however they feel helpless less often. For younger children is it rather the
opposite. In comparison with being aware of risks they feel more often they would need a help how to react properly on the
Internet. These results confirm a high relevance of support in this area, mainly from the side of competent parents and teach-
ers who stay close by children. The support should go to helplines as well, which should be reached easily by children.

A quarter of children state that they know where and how they can get an advice from Internet safety experts when they feel
helpless. (There are people, whose job is to advise others how to handle unpleasant issues we can experience on the Internet; e.g. if some-
body bothers you on the Internet. Do you know how and where you can get an advice from these people?). The knowledge about the ac-
cessible professional advice declines with age (27% 9-10 years old, 26% 11-13 years old, 22% 15-years old). This feeling is sub-
jective and it could be overestimated at small children, mainly when we consider their free answers in which they state par-
ents, teachers and computer sellers as experts, being able to help them in a case of problems. This result could be influenced
by targeted prevention, focused on younger school children, which increases their feeling of being informed but a real aware-
ness as well. Actually, only 7.7 % of children and majority of 11-13 years old (every tenth child) asked experts for a help, when

they were helpless.

Additionally, we wanted the children to describe what from their environment have been useful in adopting safe Internet be-
haviour. For an open question From where will you get to know how to behave on the Internet not to experience bad things? Write down
everything what comes to your head. the most often all children replied , parents, family (a brother, a cousin, a sister...), school,
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teachers, friends, siblings, Google, webpage, forums, magazines”. In the answers, the family and the school were mostly at the
first places. Adolescents often answered ,,| rely on my own mind“ or , | pay attention by myself, what expresses their inner
responsibility for safe Internet behaviour and their higher competences and skills.

WHAT WEBPAGES ABOUT SAFER INTERNET DO CHILDREN KNOW?

Before any of eSlovensko’s projects was mentioned, 24.2% of children had stated that they knew a webpage on good behav-
iour on Internet. Perceived awareness decreases with age. It is possible that the children only asses their awareness more real-

istically.

Chart 2: Do children know a webpage on safer Internet use?

45% 39,6%
40%
35%
30%
259 23.1% 24,2%
20%
15% 11,5%
10%

N

0%

9-10years old 11-13 years old 15-18 years old all children

Note: Do you know a webpage about how to behave on Internet properly not to experience anything bad?

When the children were asked in an open question to name what webpage, we could identify 57 answers as valid. Out of this
number in 73.7% (42 answers) the answer was the webpage of the eSlovensko project (Zodpovedne.sk, Sheeplive.eu, Po-
moc.sk). Almost a quarter of children visited a webpage on safer Internet use (approximately as many as they know a
webpage). They might remember it just because they have visited it.

Table 3: What webpages on safer Internet use children know (without prior mentioning eSlovensko’s products)

Number of answers Percentage regarding all iden-

Identified source of information about the Internet safety . .
among children tified answers

eSlovensko’s projects (Sheeplive.eu, Zodpovedne.sk, Pomoc.sk) 42 73.70 %

Sheeplive.eu 23
Zodpovedne.sk 18

1

8 14.00%
Skolahrou.sk 1 1.75%
Searching information on portals (Google, Wikipedia, Zoznam) 5 8.80%

1 1.75%

57 100%

Note: What webpage do you know about how to behave on Internet properly not to experience anything bad? Open question.
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Chart 3: What webpages on safer Internet use children know (without prior mentioning eSlovensko’s products)

1,75%

H eSlovensko’s projects
(Zodpovedne.sk,
Sheeplive.eu, Pomoc.sk)

H Bezpecnenainternete.sk

Li Skolahrou.sk

LI Searching information on
portals (Google, Wikipedia,
Zoznam)

E Microsoft

Note: What webpage do you know about how to behave on Internet properly not to experience anything bad? Open question.

WHAT STORIES ON SAFE INTERNET DO CHILDREN KNOW?

Similarly before prior mentioning the eSlovensko’s projects, we had asked children whether they knew some tales or stories on
safe Internet behaviour. The 42.5% of all children and almost a half of youngest children (48.5%) responded positively. When
asking about particular stories titles there were identified 113 valid responses, out of this number 78% were the Sheeplive
stories and 1.18% the interactive stories within the project Zodpovedne.sk. Another 4.4% replies were some other tales (for
example Macko Webko, the tales on www.bezpecnenainternete.sk). 9.7% of the children mentioned a message or a story, out
of which was not possible to identify a particular tale (for example about hackers, viruses, Facebook, about protecting privacy).
A part of the children responded they had already seen such a story but were not able to recall its title.

It is far more difficult to name something by heard without prompting. Nowadays people rather search information than re-
member it and this can contribute to this state too. We were interested whether children can recognize the particular projects
and how they use them.
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INFORMEDNESS AND VISIT RATE OF THE PARTICULAR ESLOVENSKO’S PRODUCTS

DO CHILDREN KNOW THE PROJECT ZODPOVEDNE.SK?

We asked them directly whether they know the webpage of the national awareness node Zodpovedne.sk.

Chart 4: Do you know the webpage Zodpovedne.sk?

50%
43,9%

45%

38,2%

40%

34,2% 34,4%

35%

30%
® | know the webpage Zodpovedne.sk

25%

20% - L | have already visited Zodpovedne.sk

6,0%

15%

10%

5%

0% T T T 1
9-10yearsold 11-13 yearsold 15-18 yearsold all children

Note: Do you know the webpage Zodpovedne.sk? — Yes, | know. - Yes, | have already been there.

More than a third (38.2%) of all asked children knows the webpage Zodpovedne.sk, the majority is among 11-13 years old. The
rate of visits declines with age. Just in a group of the youngest children there were the most of those, who have visited the
webpage (22.5%). It can be considered as a success of the project, since the group aged 9-10 is the most endangered by Inter-
net risks in comparison with older children.

Out of 82 identified free answers for the question where do children know the webpage Zodpovedne.sk from, there were 65%
responses ,from the school” (from lessons, lectures, IT, from teachers), 8.5% answers stated “from friends”, 4.9% answers
“from parents”. Among the rest of the answers there were mentioned TV and radio, magazines, siblings, schoolmates, when
searching some other information on the Internet, through Sheeplive.eu (2.4%-3.2%).

These findings prove that for the first time children encounter products of the Zodpovedne.sk project through schools, which
use them as a mediation tool — in media education, which is a compulsory part of primary and secondary curriculum. Schools
can choose a teaching form — either as an individual optional subject, or as a part of other subjects (IT, Slovak language and
literature, civic education, ethics) or as a hobby group or a project. From a nation-wide survey on media education at second-
ary schools (Kacinova, Kolcakova, 2012) follows that media education is most often implemented through inclusion the content
into other subjects, mostly into IT, as well as it follows from our responders.

We wanted to know whether there had been a parent present by the children when they had been browsing the webpage
Zodpovedne.sk. Parents play an important role in mediating useful information. The children, who have visited the webpage
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Zodpovedne.sk at least once (N=127), have browsed it mostly with teachers (45.7%). 21.3% of the children have browsed it
together with their parents, 11.8% together with other adults, 20.5% with peers. Even 35.4% of the children have browsed the
webpage on their own. As stated in the free answers, it is so thanks to the Sheeplive stories, which are available for free on the
webpage.

Chart 5: Who have children browsed the webpage Zodpovedne.sk with?

50% 45,7%
45%
)

40% 35,4%
35%
30%
25% 21,3% 20,5%
20%
15% 11,8%
10%

5%

0% T T

with teachers  with parents with other with peers on my own
adults

Note: Who have you browsed the webpage Zodpovedne.sk with? Multiple choice. N=127 (9-18 years old) — the children, who have visited the
webpage Zodpovedne.sk at least once.

DO CHILDREN KNOW THE PROJECT SHEEPLIVE.EU?

The survey results prove a high recognition and visitor’s rate of the Sheeplive stories. Out of all the children (9-18 years old)
65.6% know the stories and 55.8% have watched them. Their prevalence among children is significantly related to age — the
younger are children, the more of them know Sheeplive and also watch them.

Table 4: Do you know the stories from the Sheeplive cartoon series?

9-10 years 11-13 years 15-18 years
9 years old all children (N=390)

yes, | know 92% 88.3% 60.9% 50.8% 65.6%

Yes, | know and have watched them 88.0 82.0 48.1 41.8 55.8
Yes, | know, but | haven’t watched them 4.0 6.3 12.8 9.0 9.8
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The series is the most successful for the youngest, who were also the series’ target group. 88.3% 9-10 years olds know the se-
ries and 82% have watched at least one of them. Almost every 9 years old child (92%) knows the Sheeplive cartoon series
and 88% have watched at least one episode. In this age group there is also the smallest difference in numbers of those, who
know the series and those, who also watch them. In this sense the project can be consider successful.

Chart 6: Do you know the Sheeplive cartoon series?

100%
. 88,3%
80% -
o 65,62
70% 60,9%
60% - >,8%
8.1% 50,8% | know the Sheeplive
50% - 18% — stories
40% - —
30% - —
4 | have already watched at
20% — least one episode of
10% - I Sheeplive
0% T T T 1
9-10years old 11-13 yearsold 15-18 years old all children

Note: Do you know the Sheeplive cartoon series? — Yes, | know. — Yes, | have watched at least one episode.

The children, who have watched as least one episode of Sheeplive (N=217), have seen it mostly on TV, Youtube, and during
school lessons. Almost half of the children have reached the series from the webpage Zodpovedne.sk, or vice versa — they have
reached the webpage from the webpage Sheeplive.eu.

Table 5: Where children watch the Sheeplive series

Total (N=217) - Those on YouTube during school On ascreenina on webpages

who have watched lessons bus

them

Where have you [psgen 11.1% 59% 53.5% 2.3% 48.4%
watched the stories

Note: Where everywhere have you watched the Sheeplive cartoon series? Cross out as many as you need. Multiple choice.
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DO CHILDREN RECALL THE MESSAGES FROM THE SHEEPLIVE SERIES WHEN IT IS NEEDED?
YES!

HAVE YOU RECALLED SOMETIMES DURING A DAY WHAT THE SHEEP FROM SHEEPLIVE WERE DOING
AND EXPERIENCING?

Almost a third (31%) of all the children who have watched stories on Sheeplive at least once (N=217), have recalled something
from the series during a day. Only 4.2% of the children state that they have experienced the similar situation as the sheep;
more than a quarter (27.3%) is not sure about it. It does not have to be caused by an inability to recognize similarities between
situations, actually, it can well be that the children having watched the stories could not have faced these situations yet. In this
case the aim of prevention would be fulfilled as the prevention should be mediating children before they meet a particular risk

to be able to react adequately.
WHEN DO YOU RECALL THE SHEEP?

Children recall the sheep in the context of their everyday experiences, what means that motifs and themes of the stories were
incorporated into their everyday reality. Children like them, the sheep are parts of their discussions, they have got into their
subconsciousness, have become a part of their culture. The trigger is often analogical context of their everyday life - friends,

disco, environment.

e Whenlam bored. B, 12

e  When | am going to sleep. G, 9

e Fveryday. B, 10

e | have told my mum when having breakfast. B, 12

o When we are discussing it with friends. B, 10

e When |l am at a sheepfold. B, 9

e When | am outside with my fellas. G, 12

e When somebody was mentioning a disco, | recalled the dancing sheep. G, 16

e At lessons and after school. G, 10
The children recall the stories mainly in connection with their activities on the Internet.

e  When | am on the Internet. B, 11
® During IT. B, 10
o When | am playing a computer. B, 12

Most often the children recalled the Sheeplive stories in connection with realizing the risk they were facing. The children also
recalled the stories before it could have happened them something — when they recognized difficulties or unclearness of the
situation (a possible threat). They assessed a given situation as difficult when it was worth thinking how to behave. The in-
creased sensitivity of children to the risky situation is one of the fulfilled objectives of the national awareness node, a signifi-

cant prevention element.

e  When there is a possibility to get into a more dangerous situation. G, 16
e When | have a problem or | shall decide to do something bad or not etc. G, 12
e When | am signing up somewhere. G, 10

o  When I shall do something difficult on the Internet. G, 10
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Children are more sensitive not only to difficult situations on the Internet, but they recall the messages in a situation, when
they experience it by themselves, or when they recognize it in other’s people behaviour on the Internet. It could be consid-
ered as another successful effect of Sheeplive stories and a significant prevention tool.

e  When | am doing something what was good on Sheeplive. B, 10
e When | was taking a picture of myself :D G, 10

When something similar happens. G, 10
e When a stranger bothers my friend e.g. on Facebook. G, 12

When | am watching obscene videos. B,9

When I am watching almost naked girls on Facebook. G, 17

Yes, but I'm not commenting on it, | find it too obscene. B, 17
e When my friend chatted me to send him a photo in my underwear. G, 13

Music, animation and humour contribute to a good recollection of the stories.

e  When | am pretty bored. | like the animation. B, 16
e Avoice of Jozef Vajda. G, 15

e They are so lovely. It is drawn nicely. G, 11

e Those characters, are witty, it is great J. B, 13

DO CHILDREN KNOW WHAT THE SHEEPLIVE STORIES ARE ABOUT?

When asking What are the Sheeplive stories about?, there was almost in all answers indicated understanding or their educational

nature (,they are instructive tales”). Children understand or interpret it at various levels:

a) ... how we have to/must not behave on the Internet.
e How we have to behave on the Internet and that we have to be careful what we do.
o  What we should not do on the Internet.

e How to use the Internet safely.

b) ...what risks are on the Internet and how to avoid them. It is significant that they have noticed that describing risks serves
for prevention, for avoiding the risks

e About what unpleasant could happen and how to avoid it. G, 12

e Something like a fable what to be careful about on the Internet. B, 9

e About behaviour on the Internet, about various dangers and how we can avoid them. B, 15

e |tsays in a funny way what we can experience on the Internet if we are not careful. G, 13

® In this tale there are situations from a real life which you can also experience and how to behave in such situations. G, 12

c) Apart from noticing general educational character, children stated very concrete messages.
e Not to misuse photos and video. B, 10
e  We should not tell strangers where we live. B, 10
e We must never send our pictures or data to other people through the Internet and we mustn’t meet anybody unless an adult knows
aboutit. G, 12
® Prevention against effect of the Internet, about an impending danger, date misuse and how to prevent jt. B, 12
e How to behave on the Internet not to make fools of ourselves or not to allow somebody threatens us through the Internet. B, 10
e |t teaches us not to believe everything. G, 10
e About passwords and about what not to put on the net and how not to be deceived. G, 14

® How to use the Internet in a right and safe way, not to show our personal data to all but only those | trust. G, 15
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d) Some children can extent an educational and good examples area to overall human behaviour and ethical principles.
e | don't know, it is about behaviour on the Internet and not only on the Internet....actually everywhere, not to misuse personal data of
others or not to threaten anybody... | think it is worth seeing it. Firstly, because it is funny and thus interesting and secondly, because
it is truthful and also educational :-). B, 12

® In this tale there are situations from a real life which you can experience as well and how to behave in such situations. G, 12

Children understand symbolism of the characters (sheep, a wolf, a shepherd, Johnny). The most significant is the recognition
of the sheep as children or common people.

e About safe browsing and behaviour on the Internet. Common people are the sheep, the shepherd gives them an advice B, 11

e About what not to do on the Internet like the sheep. G, 10

e About a real human life. G, 12

e There are various lessons how to behave safely on the Internet. It is shown on the sheep. B, 16

WHAT BASED ON SHEEPLIVE STORIES WOULD CHILDREN PASS ON TO YOUNGER CHILDREN?

Children would pass on to younger children mainly actual messages, which they considered the most important. Even the
youngest children from our survey were able to interpret concrete messages from Sheeplive stories and formulate them into a
comprehendible message for younger children:

e [fthey put their personal data on a computer, they could be robbed or put down. B, 10

e That we shouldnt publish our own photos on the Internet, that we shouldnt believe Internet’s instructions for something. B, 11

e We should not put on the Internet embarrassing video or pictures; we should not make friends with strangers etc.. B, 10

e How to behave in the situation when a stranger is bothering you and wants to meet you, tell your parents! B, 11

® Be careful about who you are writing with and if you don’t know him, don’t meet him, even he would beg you. Do not go there! G, 12
e Children, you can't put your pictures on the Internet which you don’t want others to see them. Later on they can misuse them! B, 15
e Not to add friends on Facebook, who they don’t know. G, 13

® Do not publish your personal information without thinking about their impact on the future. G, 17

They also have sent a motivating message to younger children that they can learn a lot from the stories, so it is worth watch-
ing them.

® There are some nice videos on the webpage Sheeplive.eu, where you can learn a lot of lessons for your life and you should watch it to
avoid troubles. G, 10
e There you can learn a lot what you should and should not to do on the Internet. G, 10

e There are some situations from a real life in this story, you can experience as well and how you should behave in such situations.
G, 12

DO CHILDREN KNOW AND USE OTHER ESLOVENSKO’S PROJECTS?

POMOC.SK

The Helpline Pomoc.sk is a part of the project Zodpovedne.sk, supported by European Commission within the Safer Internet
programme. Its objective is to provide a coordinated help and counselling for responsible use of the Internet, mobile communi-
cation and new technologies. The helpline Pomoc.sk has been established by association of Children Safety Line and the Help-
line of the Zodpovedne.sk project. The project results show that 12.18 % of children know it. This information very probably
depends on delivered mediation (mainly at school). It is known mostly among 11-13 years olds — almost every fifth child. In
spite of being used by further fewer children, is good to know that they know where to ask for an advice in a case of need.
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Table 6: Do you know the webpage Pomoc.sk?

11-13 years
9-10 years old 15-18 years old all children (N=390)

yes, | know 9.9% 19.1% 7.4% 12.8%

yes, but | haven’t visited it yet 7.2% 15.3% 7.4% 10.5%
yes, | have already visited it 2.7% 3.8% 0% 2.3%

The project Pomoc.sk provides nonstop help on phone at the number 116 111, LIVECHAT online - a chat with an operator from

16:00 till 22:00 and counselling via e-mail potrebujem@pomoc.sk. We asked children if they have known and used some of
these sources of help. Majority of the children (19.5%) knows the helpline, however the most children have used help via e-
mail. It could be more difficult for children to describe their troubles in a direct contact with adults (a phone line) so that they
appreciate more asynchrony in e-mail communication, which enables them to formulate their thoughts in peace. If it is going
about something very sensitive, they feel less ashamed and embarrassed. 11-13 years olds were most informed about all three
kinds of help that can be related to the fact that school consider this age as the most suitable for mediating this information.

Table 7: Do you know a free phone line 116 111? ?

9-10 years 11-13 years 15-18 years all children
old old old (N=390)

yes, | know 11.7% 26.4% 16.4% 19.5%

116 111 I know, I've already used it 1.8% 1.9% 0.8% 1.5%

I know, but | haven’t used it yet 9.9% 25.5% 15.6% 17.9%

yes, | know 13.5% 18.5% 21.3% 17.9%

Livechat | know, I've already used it 1.8% 0% 0% 0.5%

| know, but | haven’t used it yet 11.7% 18.5% 21.3% 17.4%

yes, | know 16.2% 21.6% 5.7% 15.1%

potrebujem@pomoc.sk | know, I've already used it 4.5% 3.8% 0% 2.8%
| know, but | haven’t used it yet 11.7% 17.8% 5.7% 12.3%

Note: When something bothers you on the Internet, there are more places where to get an advice. Do you know a free phone line 116 111? Do
you know an online chat with an expert on Internet problems? Do you know an e-mail address potrebujem@pomoc.sk?

STOPLINE.SK

A national centre for reporting illegal content on the Internet Stopline.sk fights against child abuse online (child pornography,
sexual exploitation, child prostitution, child trafficking, grooming etc.), against racism and xenophobia and other content or
actions which show signs of crime. Through this project Slovakia has joined the international network INHOPE — a network of
national nodes and organisations for safety of information technologies.
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Table 8: Do you know the webpage Stopline.sk?

L o | e || SR ]
3.6% 7.0% 3.3% 4.8%
27% 5.7% 25% 3.8%
9% 1.3% 0.8% 1.0%

Almost 5% of children know Stopline.sk and out of them 3.8% even surprisingly state that they have already reported an illegal
content through this webpage. 11-13 years olds were the most informed.

WHAT IS THE MOST USEFUL FOR SAFE INTERNET USE BY CHILDREN?

Chart 7: Perceived usefulness in safe Internet use (by younger children and adolescents)
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Note: Try to judge, who was the most useful in your safe Internet use? The graph shows average coefficient of usefulness for children (a range
of coefficients 0-3).

Parental mediation is the most useful source of information on safe Internet use for younger children (9-13 years old), followed
by school mediation (teachers), the project Sheeplive.eu and then peers (children in a family and friends). Afterwards there are
stated webpages, a psychologist and Internet professionals.

Simultaneously the projects Zodpovedne.sk and Sheeplive.eu are used in mediation — 65% of children got to know about the
project at school, at lessons. If children name a school as useful, it includes the tools, which the school uses in mediation. It
influences content and a form, in which information is at school mediated and thus perceived useful. If children state as a use-
ful tool Sheeplive.eu at the third place apart from school mediation, then it shows that these stories are perceived by children
as a very strong source of learning.
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Adolescents (15-18 years old) consider peers as the most useful source, followed by parents, children from families and then
teachers. It is related to their actual level of skills, which at this age often overcomes their parents” level of skills. A develop-
mental period, during which they are starting to rely on themselves rather than parents and getting help from friends, also
plays a role.

Television and radio, as well as magazines and newspapers have decreased in usefulness of safe Internet use mainly among
younger children. The Internet (webpages) has started to dominate. Adolescents consider Internet as the most useful media as
well, followed by press. A library or a cybercafé are considered as the less useful sources, what relates to dissemination of the
Internet (in households, mobile phones, notebooks).

CONCLUSION

The survey shows that children themselves perceive that just in a real life, on the Internet as well, they sometimes experience a
difficult situation, which could be identified as a risk. Younger children more often report risks experiencing as well as helpless-
ness in such a situation, but they use a possibility to ask more experienced whose help they appreciate. For them there are
parents, teachers and those who know the issues rather than experts on safe Internet use. This confirms the relevance of edu-
cation of parents and teachers. Older children do not feel so often put at risk, what is related to advancing their skills, experi-
ence and a coping ability. They feel less often helpless and if they need, they consult mostly with peers. They consider a school
and parents as the most important source of learning how to use the Internet safely.

Project Zodpovedne.sk plays a specific role mainly in school mediation - children have known the project, the awareness
webpage and stories, often during lessons at school. They returned to the webpage Zodpovedne.sk and mostly to Sheeplive.eu
also by themselves, in their free time, with friends, through various media channels. Without prior mentioning the projects,
Sheeplive.eu, Zodpovedne.sk and Pomoc.sk formed three quarters of answers to the question what webpage on safe Internet
use children know. Many have known or remembered the webpage Zodpovedne.sk through the stories, which are very popular
among children. Although the target group of the stories are the youngest children at preschool and younger school age, they
are well known also among adolescents, who discuss them with their friends.

The Sheeplive stories hit the main target group explicitly successfully — almost all 9-10 years olds know them and the majority
has watched at least one episode. We asses as a success not only a number of children, but also a depth, in which messages of
the stories permitted to life of children. After parents and teachers, they are the most useful source of information on safe In-
ternet use for young children. The processing, which has been tailored to children, allowed them to love the stories and incor-
porate them into their everyday life, discussions with friends and thoughts.

The most important is that children can recognize messages from the stories without any problems. They can recall them in the
situations in which they can use them. They understand that the sheep play human beings and they have learned from the
sheep what they should do and should not do on the Internet. Even children themselves suggest other children to watch the
stories because they are funny and can teach them a lot.

»There are some nice video on the webpage Sheeplive.eu, where children can find a lot of important lessons
for their life and they should watch it to avoid some unpleasant situations. “ G,10
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